UNI TED STATES SENTENCI NG COW SS| ON

PUBLI C HEARI NG

Thur sday, March 23, 2000
Judi ci al Conference Center

1 Colunbus Circle, N E
Washi ngton, D.C.

The public hearing convened, pursuant to
notice, at 9:30 a.m, The Honorable Diana E
Mur phy, Judge, United States Court of Appeals (8th

Circuit), Chair, presiding.
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COWMM SSI ONER SESSI ONS: So Congress was in fact directing
the legislation toward the copyright industry, but your
sources have said that it is--

MR QUAM M sources said that this directive that calls
for an enhancenent of the sentencing is neant to apply to
all intellectual property, not just copyrights.

CHAI R MURPHY:  You know, | have got an unpl easant task,
because unless | keep us noving, we are not going to be able
to hear all the panels.

COW SSI ONER SESSI ONS:  You want to know who the sources
are?

COWMM SSI ONER KENDALL: No, | just want to know if your
sources had tal ked to their sources.

MR. KRUGER They may be on different sides of the aisle.
CHAIR MURPHY: M. Kruger, M. Quam we really appreciate
your being here on behalf of your groups, and you can see
that we are engaged, and we appreciate your hel p.

MR. KRUGER:  Thank you.

MR. QUAM  Thank you.

CHAI R MJURPHY: The next panel is on cellular tel ephone
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cloning and identity theft, and we have Roseanna DeMari a on
t el ephone cloning. She is the Senior Vice President,

Busi ness Security, AT&T Wreless Services. W have got Mary
Ril ey on cloning al so, Assistant Special Agent in Charge of
the United States Secret Service. And on identity theft we
have Edward Kitlas, who is Assistant Special Agent in Charge
of the Secret Service. And so we will start with M.
DeMari a.

M5S. DeMARI A:  Judge Murphy, nmenbers of the Conm ssion, thank
you for the opportunity, for letting us be heard this
nor ni ng.

| cone to you this norning to ask you to reconsider identity
theft, not as a crine as an end in itself, but as the nodus
operandi of the crimnal entrepreneur of the mllennium He
or she will use that operandi to erode our constitutiona

val ues of property and privacy. It needs to be | ooked at
for a uniform approach in sentencing that sends a nessage of
deterrence and zero tol erance.

To enhance that ook at it, I bring wwth ne the | essons

| earned in the cloning war. | have a nunber of the scars
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with me and they will never leave me. And | bring with nme
the future, which is now, technol ogical convergence.

The | essons learned in the cloning wars | learned in two
places. One was in the Ofice of the Special Narcotics
Prosecutor with The Honorable Sterling Johnson, and |

|l earned it at the hands of the Cali cartel, the nost
acconpl i shed equi val ent of the dot comin the crim na
worl d. They used cl oned phones because of the anonymty

t hose phones provided themto ply their trade and to evade
the | aw enforcenent. They weren't interested in stealing
phone service. They didn't care about other people's
identity. They wanted to run away from | aw enf or cenent and
ply their trade.

VWhen | joined AT&T Wreless, | learned that the industry as
well as the legislatures | ooked at cloning as a theft of
services crine; that these folks were stealing phone
services. Phone theft had been around forever, and industry
figures were ranpant. They were in the news. W all read
about it. At its height, it accounted for 3.8 percent of

the revenue of the wrel ess phone industry.
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Everyone thought it was about stealing service. To be sure,
there will always be fol ks out there stealing phone service.
In the begi nning, when a service industry opened, whether it
was restaurants or credit cards or banks, there was theft of
services. That is not what cloning was about and it is not
what identity theft is about.

You know, when these cases started to be prosecuted in the
Federal Governnent, thanks to the innovative approach of the
Secret Service and DEA, the District Courts were split on
whet her these cl oned phones were at risk devices. Wll, let
me tell you, fromthe State perspective, try to argue to a
State judge that that cellular phone is a forged instrunent.
It is not a pretty argunent. It doesn't |ook |ike a duck,
It doesn't quack like a duck. It is a cellular phone, and
what was being stolen was the electronic serial nunber and

the nobile ID nunber. You can't touch it, you can't snel

it, you can't feel it. It is not a tangible piece of
property.
Well, what it was about was anonymty. W were neasuring it

wong. W were looking at it as industry |osses. Wat that
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i ndustry | oss nunber tells you is the scope of crimna
demand for anonymity, and | suggest to you that the |arge
majority of those crimnal users were using it as an
approach to ply their trade.

VWhat is the true loss? Well, | learned that where we | earn
nost of our things in the wireless industry, from our
custoners. W held focus groups, because AT&T Wrel ess
wanted to put out billboards that said to the crimnal, "The
wi rel ess phone has gotten very sophisticated now W can
track the fol ks who steal it," and we were concerned t hat
that would scare our custoners. Wen we held focus groups,
our custoners were outraged that there was an ESN M N t hat
bel onged to them that even though they didn't pay for those
| osses, was being stolen.

| would analogize it to this. |nmagine going on vacation,
and while you were gone, a large crimnal entrepreneur I|ike
the Cali cartel canme in. They held business. They didn't
break through your door. There was no disruption or danage
to your property. They conducted business, and they |eft,

secured your prem ses, and you cone back honme. You suffered
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no nonetary damage, but you were invaded. You were the |ast
to know. You didn't even know it happened.

In fact, our custoners are always the last to know. \Wen we
find it, we take it off of the bill so it doesn't disrupt
their services. Their property rights are being invaded.

Qur notions of constitutional property and privacy are being
i nvaded.

Loss nunbers? |If that one phone call on a cloned phone is
to order a nurder or a delivery of drugs, or to warn a
confederate that there is a | aw enforcenent officer com ng
up behind a fellow crimnal, what is the |loss of that phone
call? | would suggest to you that that one phone call has a
tremendous loss, and it has nothing to do with the cost of
the | ost opportunity on that service.

To suggest that loss is relevant in this context is the

equi val ent of using a tape neasure to neasure a (inaudible).
It is not worthy. The lesson that | take fromthat is,

(i naudi bl e) ESNN M N nunbers, should we consi der | osses--
CHAI R MURPHY: | think that, you know, we have been studying

t he subm ssions and the concerns, and Congress has indicated
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concerns to us. W are aware of those, and what we are
dealing with nowis, well, what is the best way to address
this? And are you going to speak to that? Because here
again we have limted tinme, we have got three people, and
while it is fine to address the overall concern and you do
it in a very striking way, what should we do specifically
here, you know?

M5. DeMARIA: | think you have a uni que opportunity, Judge
Mur phy, to look at identity theft for a uniform sentencing
approach that is not technol ogy specific. Wat we are

tal king about in the Wrel ess Tel ephone Protection Act is a
t echnol ogy- speci fi c approach.

That becones neaningless in the world of the future which
i nvol ves technol ogi cal convergence, with the expl osi on of

the internet, with e-commerce, with the comng of the

virtual custoner, we will norph to a world in
t el econmuni cati ons and broad band where we will never see
our custoner. It will be anytine, anywhere, voice and data,

mobil e and fixed. You won't be able to touch it.

Identity theft then expands |like a toxic gas to fill the
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cont ai ner of that technol ogical opportunity. | think if
identity theft were studied in that context, you would be
able to put together a grid of factors that could be
calculated in ternms of its true inpact, not only to the big
risks that are currently existing in technol ogi cal -specific
crinmes |ike you have here but in the context of the risk to
the future. |If custoners do not have confidence in the
system they won't enmpower it, and then the world of on-line
banki ng, on-line trading, e-comerce, the world of

t echnol ogi cal convergence and all the prom se and value it
brings to the American consuner--

COMM SSI ONER JOHNSON:  Let ne say first, nice to see you
again. | have fond nenories of our work together. But

t hese options we have to consider, are you saying that you
favor none of these options?

M5. DeMARI A:  No, Your Honor. W endorse Option 3, and the
reason we endorse Option 3 is, it recognizes the nexus
between the lIdentity Theft Act and the Wrel ess Tel ephone
Protection Act, which | believe was its intent. It gives a

broad definition of access divides, and it increases | aw.
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What | am suggesting to you, it is not enough. The crim nal
personal ity noves at the speed of internet crine. | think
if we go with the limted approach here, we are not sendi ng
the necessary nessage. | think the changing crimna
frontier demands a re-look at this and a uniform sentencing
approach with gradations across all crinmes. W need to
address this. | think our constitutional values nandate it,
and | think the American consuner--

COMM SSI ONER JOHNSON:  So fromthe industry's point of view,
Option 3 is a first step?

M5. DeMARI A:  Option 3, yes.

COWMM SSI ONER KENDALL: One ot her question, and you can
address it. | ama little surprised to hear an AT&T

Wrel ess person say that the greater harmis the crimna
using a cloned phone, rather than the |loss that occurs from
t he usage of that phone.

M5. DeMARIA: That's fair.

COWMM SSI ONER KENDALL: Is that fair? One thing we tal ked
about, although staff didn't address specific |anguage for

it but it has been discussed, is a general enhancenent for
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use of a cloned phone in any crimnal activity, and that
woul d be maybe an adjustnent in Chapter 3, just |ike to get
poi nts for other specific conduct across a broad spectrum of
of fenses. Wiat woul d be your coment with regard to that?

| assune you are supportive of that?

M5. DeMARI A:  Enthusiastically. W have supported that in a
nunber of State legislative initiatives. But again, the
proper math is, we are tal king about the phone. The phone
will nmorph in the very near future into your connection to
the internet, your connection to the bank. | think you have
to nove away fromthe clone-specific approach and think
about it in the context of technol ogi cal conversion.
COWM SSI ONER KENDALL: To what ?

M5. DeMARI A:  Just briefly, the phone that gives you the
internet, that also reads bar codes in supermarkets so that
you can indicate what you want to the cashier. The broad
definition of access device that is endorsed by Option 3, |
woul d suggest that you stop tal king about ESNNMN. | think
we have defined an ESNNM N as an access device. Broaden it

to nmeet the speed of technol ogy.
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CHAIR MURPHY: | would like to nove on, and we nay be able
to get back with sone questions with you, Ms. DeMaria. W
real |y appreciate your presence here, but | would like to
get to the Secret Service.

COMM SSI ONER JOHNSON: | just want to say one thing.

CHAI R MURPHY: All right, Judge Johnson.

COW SSI ONER JOHNSON:  Ms. DeMaria is one of the best
prosecutors | ever had. You can order a transcript.

CHAIR MURPHY: Ms. R ley, you are next.

MS. RILEY: Good norning. Thank you. | appreciate the
opportunity to address this phase of the process to nake
anmendnents to 1029. As an agent involved in these of fenses
for the last 13 years, | have been very close to this issue
t hroughout, and now serving at our headquarters, have the
opportunity to review these cases as they cone in throughout
our 165 field offices.

One of the top concerns we had in working on the drafting
that occurred as a joint initiative between industry and | aw
enforcement in this case was the issue of the source of the

types of fraud that were occurring, and that is plainly
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